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Abstract: In the era of Industry 4.0, incumbent organizations like BPRCCo must undergo
Digital Transformation (DT) to remain competitive. However, a significant challenge in this
process is ensuring information security, a critical factor often leading to the failure of DT
initiatives. Previous studies have emphasized the importance of ambidextrous information
security management—~balancing traditional and agile approaches—for large banks in
achieving successful DT, particularly concerning information security. However, this approach
has yet to be validated for small-scale banks like BPRs. Therefore, this research aims to develop
tailored recommendations for an Information Security Management System (ISMS) suitable
for Small and Medium Enterprises (SME) and assess the potential enhancements in their
capabilities to support DT. The research employs Design Science Research (DSR)
methodology, encompassing problem identification, requirements specification, design and
development, demonstration, and evaluation phases. Data was gathered through interviews and
data analysis, and subsequently analyzed using the ISMS framework aligned with the 1SO
27001:2022 standard. The risk analysis and review of previous studies revealed that 29 control
in the PDCA cycle and Annex are critical priorities for BPRCCo. Based on this, several ISMS-
based solutions were designed. These recommendations are presented as an implementation
roadmap that can guide BPRCCo in preparing and fully implementing ISMS in crucial areas
to support its DT efforts. This research contributes to the understanding of ISMS in small-scale
banking, offering valuable insights through a case study approach relevant to SMEs and similar
organizations.

Keyword: Digital Transformation, Design Science Research, Information Security, 1SO
27001:2022, BPR.

INTRODUCTION
Rapid technological changes and developments require companies to carry out digital
transformation (DT) in order to adapt effectively and quickly (Panggabean, 2021). DT is a
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process carried out by organizations to improve service performance, enhance customer
experience, direct operations, and create new business models (Gong et al., 2020). In this
context, every organization is required to be able to adapt by utilizing technology through
digital transformation.

In previous studies, it has been found that many ITG mechanisms affect TD (Mulyana
etal., 2021a). It is also found that digital transformation has helped organizations in providing
the digital solutions they need through digital innovation (Mulyana et al., 2021Db). It was also
revealed that digital transformation has a great influence on TKTI on organizational
performance, especially banking in Indonesia (Mulyana et al., 2023). Ambidextrous Data and
Information mechanisms are very important to direct the success of digital transformation
(Mulyana et al., 2024b). In addition, one of the key ambidextrous IT governance mechanisms
on digital transformation are related to data and information (Mulyana et al., 2024a). Thus,
digital transformation and TKTI are very important for organizations to improve the delivery
of IT business value and mitigate IT risks (De Haes et al., 2020).

Prior literature also emphasizes the importance of IT services (Tarbiyatuzzahrah et al.,
2023), IT risk management (Dwi et al., n.d.), information security (Rahmadanaetal., n.d.), and
DevOps practices (Riznawati et al., 2023) as foundational to digital transformation in large
banking institutions, drawing from some focus areas of COBIT 2019 framework. Similar
research has also been conducted on the governance of information security within other
sectors of the financial industry, including insurance companies (Anugerah, 2023)(Viamianni
et al., 2023) and fintech firms (Prayudi et al., 2023).

According to Indonesian Law No. 20 Article 1 of 2008 concerning Micro, Small and
Medium Enterprises, the definition of SME is a productive economic enterprise that stands
alone and is carried out by individuals or business entities that are not subsidiaries or branches
of companies that are owned, controlled, or are part of either directly or indirectly from Small
Businesses or Large Businesses with the amount of net assets or annual sales results as
regulated in the Law (Suci, 2017). Therefore, this study focuses on medium-sized businesses
that are part of SME.

Moreover, ISMS is a standard that is often used by companies to implement information
system security (Panjaitan et al., 2021). ISO 27001 is an example that emphasizes the standard
requirements for ISMS (Muthaiyah & Zaw, 2018). Furthermore, 1SO 27001 applies to all
businesses that have information security in any form (Hartati, 2017). The focus of 1ISO 27001
is the planning, implementation, and operation of continuously monitoring and improving the
ISMS (Disterer, 2013).

Therefore, TD is very important for organizations in their business processes to improve
efficiency and effectiveness. Not only large organizations, but SME can also perform TD
journey to increase productivity. However, the implementation of TD also has negative impacts
that need to be addressed. Therefore, this research seeks to explore crucial aspects of creating
an information security management system specifically designed for DT in SME. The study
will focus on two primary questions. 1) How can the implementation of the 1SO 27001:2022
standard be identified and adapted to develop an information security management system that
emphasizes the annex clauses most pertinent to the digital transformation of SME? 2) What is
the extent of the impact that aligning an information security management system with the key
clauses of 1ISO 27001:2022 has on the success of digital transformation in SME?

METHOD
Conceptual Model

This study uses Hevner framework of thought. This conceptual model is very important
for research because it aims to help researchers organize problems, find relevant factors, and
map the relationships between one and another to find out the main problems that must be
solved (Hevner et al., 2004).
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Figure 1. Conceptual Model Of DSR Hevner

Error! Reference source not found. is based on Hevner's framework consisting of
three main parts, namely environment, Information System (IS) research, and knowledge base
(Hevner et al., 2004). These parts can be used as a reference to define problems, determine
relevant factors, and facilitate mapping of the core of the problem. As for the explanation of
these three main parts, the first is 1) Environment divided into four components: Personnel,
Organization, Technology, and Problems, 2) IS Research, Development/Building and
Justification/Evaluation, and 3) Knowledge Base, Foundation and Methodology.
Research Process

The research process are the guiding steps taken to solve problems in research.

Requirements Determination

Problem Identification

1. Preparation List of Questions Designing and Constructing

2. Semi-Structured Interview
3. Determine Priority of annex clauses
4. Gap Analysis
5. Risk Analysis
6. Determine Recommendation based o
Aspect People, Process, Technology

1. Problem |dentification
2. Determing Problem
Formulation

1. ISMS Design Analysis
2. Constructing Recommendation
ased on Aspect People, Process,
Technology

3. Determine Goals
4. Determine Scope
5. Determine Benefit

Demonstration Evaluation
1. Determine Recommendation 1. Credibility Test
Roadmap 2. Transferability Test
2. Impact Analysis form the 3. Dependability Test
Recommendation 4. Confirmability Test

Figure 1 Research Process

Figure 1 Research Process is the systematic problem solving in this study. In the
systematic problem-solving stage, there are 5 stages, namely the problem identification stage,
the requirements determination stage, the design and constructing, and the evaluation stage.
Data Collection

The data collection process is the process of collecting data that will be processed into
information needed in research. In the data collection process, 2 types of data are collected,
namely primary data and secondary data with qualitative methods.

Table 1 Interview Activities

No. Interview Date Source Person Topic

1. 14 March 2024 Director of Operations Initial visit and introduction regarding
Business Director the purpose and objectives of the
Director of Compliance research and request for data required
Information Technology for the 1SO 27001:2022 assessment.

2. 15 March 2024 Director of Operations Understand the object's Information
Information Technology Security Management System and

perform data analysis required for ISO
27001:2022 assessment.
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No. Interview Date Source Person Topic

3. 24 June 2024 Director of Operations Online interviews related to data
Business Director required for the assessment of the main
Director of Compliance clauses and annexes that have not been
Information Technology completed.

Table 1 Interview Activities explained about semi-structured interviews can provide an
opportunity to look deeper into how the organization responds to each question. As long as the
previous questions have been answered well, the researcher can add questions that he wants to
ask.

Interviews were conducted until no further meaningful data could be obtained,
indicating that data saturation had been reached. Multiple interview sessions were held to
ensure a thorough exploration of the subject matter (Fuchs & Ness, 2015).

RESULTS AND DISCUSSION
Clauses Prioritization

To conduct an analysis of the current condition of ISO 27001:2022 from BPRCCo,
researchers prioritize the clauses and annexes of ISO 27001:2022 to suit digital transformation
and SME. Researchers prioritize to suit digital transformation based on POJK and SEOJK
regulations No. 75 (OJK 2016), ISMS SME research (Antunes, 2021; Ramadhan, 2022), and
Previous Research (Mulyana, 2023 2022 2021). In this first prioritization of the main clauses,
each clause will be given a weight of 100 and marked green if it meets the requirements of all

assessments.
Table 2 PDCA Clauses Prioritization Results

1SO 27001:2022 Control List 3 TD References Accumulated Score
4. Context fo the organization
4.1 Understanding the organization and its context v 100
4.2 Understanding the needs and expectations of interested
parties v 100
6. Planning
6.1 Actions to address risks and opportunities N 100
6.3 Planning of changes. v 100
7 Physical controls
7.1 Resources v 100
7.2 Competence N 100
7.4 Communication v 100
7.5 Documented information v 100
8. Operation
8.1 Operational planning and control v 100
9. Performance evaluation
9.1 Monitoring, measurement, analysis and evaluation v 100

Error! Reference source not found. there are 10 main clauses from 1SO 27001:2022
that meet the three assessments.

In this first prioritization of Annex A, each Annex A will also be given a weight of 100
and marked green if it meets all the requirements. The following are the results of Annex

Clauses Prioritization.
Table 3 Annex Clauses Prioritization Results
1SO 27001:2022 Control List 3 TD References Accumulated Score
5. Organizational controls

5.2 Information security roles and responsibilities v 100
5.9 Inventory of information and other associated assets v 100
5.12 Classification of information v 100
5.19 Information security in supplier relationships v 100
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1SO 27001:2022 Control List

3 TD References

Accumulated Score

5.20 Addressing information security within supplier

v 100
agreements
5.22 Monitor_ing, review and change management of v 100
supplier services
5.24 Informa_tion security incident management planning v 100
and preparation
5.30 ICT readiness for business continuity N4 100
5.31_Legal, statutory, regulatory and contractual Y 100
requirements
6. People controls
6.2 Terms and conditions of employment N 100
6.6 Confidentiality or non-disclosure agreements V4 100
7 Physical controls
7.5 Protecting against physical and environmental threats V4 100
7.11 Supporting utilities v 100
8. Technological controls
8.6 Capacity management v 100
8.14 Redundancy of information processing facilities v 100
8.16 Monitoring activities v 100
8.21 Security of network services N 100
8.32 Change management v 100
8.34 Protection of information systems during audit v 100

testing

Error! Reference source not found. there are 19 Annex from ISO 27001:2022 that

meet the three assessments.
Gap Assessment

Gap assessment is a step taken to evaluate the identification of differences between
current conditions and the standards set by 1SO 27001:2022. The purpose of the gap assessment
itself is to identify the extent to which BPRCCo has achieved the standards set by ISO

27001:2022 based on three aspects.

Table 4 Gap Assessment First Clause

Number of Number of
No Clause requirements newly met Accg(r:r;t:’:eated
in this Clause requirements
1 4  Context the of organization 2 2 100%
2 6 Planning 2 1 50%
3 7 Support 4 3 75%
4 8 Operation 1 1 100%
5 9 Performance evaluation 1 1 100%
Total 1 8 80%

Based on Error! Reference source not found., The total clauses that have been
fulfilled in BPRCCo are 8 out of 10 or around 80%.
Then the researcher also made a gap analysis of Annex A of 1SO 27001: 2022 which
has and has not met the standards at BPRCCo. the following are the results of the Annex A gap

assessment at BPRCCo.

Table 5 Gap Assessment Annex A

Number of

No Annex A

requirements

Number of newly

Accumulated

in this Annex met requirements Score
A
1. A5 Organizational controls 9 8 89%
2. A.6 People controls 2 2 100%
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3. AT Physical controls 2 2 100%
4. A8 Technological controls 6 7 86%
Total 19 17 89%

Based on Error! Reference source not found., the total Annex A that has been fulfilled
at BPRCCo is 17 out of 19 or around 89%.
Findings
It is a step to identify findings from the main clauses and Annex A that have not been
fulfilled by BPRCCo. This step aims to identify findings in meeting the standards set by 1SO
27001:2022.
Table 6 Clause Findings

No Clause Finding
1. 6.3 Planning of BPR has no information security change plan
changes

2. 7.4 Communication The Compliance Work Unit has conducted socialization of the latest
information security provisions and refreshed the latest security regulations.
however, communication has not been on target and has not been socialized to
employees in a timely manner.

Based on Error! Reference source not found. In the main clauses, there are two 1ISO
27001: 2022 standards in BPRCCo that do not meet the standards. namely clauses 6.3 Planning
of changes and 7.4 Communication. Then, researchers also get findings from Annex A I1SO
27001: 2022 which does not meet the standards at BPRCCo.
Table 7 Annex A Finding

No Annex A Finding

1. AbL.2 Information security BPRCCo distributes roles and responsibilities in the GCG report, but
roles and optimization is still needed in improving employee performance,
responsibilities problem solving and responsibility for information security.

2. A.8.32 Change management BPR does not have a change plan so BPR does not have information

security change management such as policies and procedures and
identification and evaluation.

Based on Error! Reference source not found. In Annex A, there are two 1SO 27001:
2022 Annex standards at BPRCCo that do not meet the standards. namely Annex A.5.2
Information security roles and responsibilities and A.8.32 Change management.
Prioritization Based on Risk Analysis
In the second priority using likelihood and impact analysis, it aims to adjust to SME.
Priority of likelihood and impact analysis is used to determine the priority of the main clauses

and annexes in making recommendations that are in accordance with SME.
Table 8 Likelihood and Impact Analysis

likelihood
Impact
Unlike (2 Possible (3 i Certain (5)
Insignificant (1) M(1x5)
Minor (2) M(2x3) M(2x4)
Moderate (3) M(3x2) M(3x3)

High (4)
Major (5) M(5x1)

The assessment can be seen in Error! Reference source not found.. From the results
of this probability and impact analysis, the minimum score that can be obtained is 1 and the
maximum is 25. Then, the next step is prioritizing the likelihood and impact analysis of the
findings on BPRCCo that have not met the standards of ISO 27001: 2022.
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Table 9 Analysis Results
Likelihood Impact

Clause and Annex Types of Threats score Score Score Risk level
6.3 Planning of changes Lack .Of change 3 4 12 High
planning
7.4 Communication Com_munlcatlon 1S 4 4 16 High
not timely
Information security Employee
Ab5.2 roles and performance is not 4 4 16 High
responsibilities optimal
A..8.32 Change management Procedure document 3 4 12 High

does not exist
In Error! Reference source not found. after prioritizing the likelihood and impact
analysis, recommendations that are in accordance with SME will be taken from the results of
the risk level with a high level and the level above. That way, the four main clauses and annexes
will be compiled with recommendations for improvement and change plans in accordance with
the 1SO 27001:2022 standard.

People Aspect Design

In ISO 27001:2022, the recommendations for the people aspect relate to the recommendations

needed to strengthen the human resources factor in order to maintain the ISMS in the company.

1) Role recommendations. This study recommends a division responsible for managing
information security change management planning at BPRCCo, namely IT Planning &
QA.

2) Communication recommendations. This study recommends using various communication
channels to convey security information, such as email, bulletin boards, and instant
messaging applications such as WhatsApp. With the aim of ensuring that security
information reaches all employees in the most effective way, and methods by sending
routine emails, and notifications via instant messaging applications such as WhatsApp.

3) Skills & awareness recommendations. This study recommends holding special training for
employees on information security risk management, namely ISO 27001:2022 Lead
Implementer Training, 1ISO 27001:2022 Risk Management and ISO 27001:2022 Certified
Lead Implementer 1SO 27001:2022 Certified Risk Manager Certification.

Process Aspect Design

In ISO 27001:2022, process aspect recommendations relate to recommendations needed to

strengthen the process factors of organizational activities in the ISMS.

1) Policy recommendations. This study recommends several policies, namely:

a. Information Security Management System Change Planning Policy
b. Policy on the Implementation of Duties and Responsibilities of Company Members.
c. Information Security Protection Policy when Executing Changes
2) Procedure recommendations. This study recommends several procedures, namely:
a. Information Security Provisions Socialization Procedure
b. Procedure for Protection of Information Security While Carrying Out Changes
c. Procedure for Execution of Duties and Responsibilities of Company Members

Technology Aspect Design

In 1ISO 27001: 2022, the technology aspect recommendations relate to the recommendations

needed to strengthen the IT infrastructure factor in order to maintain the ISMS in the company.

1) Tools recommendations. BPRCCo needs to improve communication by using various
communication channels to convey security information, such as email. BPRCCo can use
Microsoft outlook or Zimbra for email.

Implementation Roadmap

At this stage, the researcher will prepare a certification estimate according to the 1SO

27001:2022 recommendation clause.
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Table 10 Roadmap Recommendation

Period
Activity 2024
Sep Oct Nov Dec

People Aspect

6.3 Planning of Changes

7.4 Communication

A.5.2 Information security roles and responsibilities
A.8.32 Change management

Process Aspect

6.3 Planning of Changes

7.4 Communication

A.5.2 Information security roles and responsibilities
A.8.32 Change management

Technology Aspect

7.4 Communication

The recommendation that BPRCCo can do first is to adjust clause 7.4 communication in
September. Then it can be continued by adjusting Annex A.5.2 Information security roles and
responsibilities in October, after that in November adjust clause 6.3 Planning of Changes, and
finally in December adjust Annex A.8.32 Change management.

Research Discussion

Previous research explained that IT Governance mechanisms affect digital
transformation (Mulyana et al., 2021b). IT Governance also affects digital transformation in
the bank and insurance industry in Indonesia (Artha et al., 2022). In addition, Hybrid IT
Governance has an effect on performance in the bank and insurance industry in Indonesia
mediated by digital transformation (Mulyana et al., 2023). A landmark case study involving
BRI, a leading bank in Indonesia, found seven ambidextrous ITG mechanisms that are
important for successful digital transformation (Mulyana et al., 2024b). In addition, the study
(Mulyana et al., 2024a) underscores the critical role of information security in achieving digital
transformation goals, which reinforces the need for a strong digital and IT strategy to improve
performance.

However, research on the use of the latest ISO, namely ISO 27001: 2022 in designing
information security for the digital transformation of SME in BPRs does not yet exist.
Therefore, the difference between this research and previous research is that this research
focuses on the latest framework from ISO 27001: 2022 for digital transformation in BPR SME
in Indonesia. Despite limited resources, BPRCCo can improve its information security
effectiveness through a balanced approach that combines an agile response to security threats
with steadfast traditional practices.

Lastly, the study went through four phases of quality testing to assess the effectiveness
of the proposed solution as described in (Shenton, 2004). Credibility was ensured by using data
from interviews, surveys, and document analysis, all of which were validated by 1SO 27001
experts. Transferability was achieved by offering detailed descriptions of the BPR
organization, allowing for assessments of adaptability in similar contexts. Dependability and
confirmability were maintained through careful documentation, consistent methodologies, and
the use of diverse data sources to minimize bias and uphold objectivity. All results were verified
by experts and relevant stakeholders.

CONCLUSION

Based on the gap analysis that has been conducted in this study, it was found that the
ISMS at BPRCCo still does not comply with the 1SO 27001:2022 standard in its entirety. In
the main clause of ISO 27001:2022; Clause 4 (Context of the Organization), Clause 8
(Operation), and Clause 9 (Performance Evaluation) have met the requirements of 1SO
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27001:2022, while Clause 6 (Planning), and Clause 7 (Support) have not fully met the
requirements of 1SO 27001:2022. This study also produced a draft ISMS. In the
recommendations for the people aspect, there are proposals for new roles, new communication
methods, and increased skills & awareness at BPRCCO and in the recommendations for the
process aspect there are proposals for new policies and procedures at BPRCCO. This research
has limitations only on recommendations for designing an ISMS, not on evaluating the
implementation and results of designing an ISMS. The researcher hopes that this study can be
used as a reference for implementing the ISO 27001:2022 framework in designing information
security, especially for SME for digital transformation and can be used as a guide in designing
and implementing new strategies and ISMS in the future.
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